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DETAILED ACTION 

1. Claims 21-31 are pending. 

Claims 1-20 have previously been cancelled. 

2. Claims 21-31 have overcome the rejection under 35 U.S.C. 101. 

Continued Examination Under 37 CFR 1.114 

3- A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .1 7(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.1 14. Applicant's submission filed on 
12/29/2006 has been entered. 



Application/ Control Number: 09/855,000 
Art Unit: 2135 



Page 3 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 21-31 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kanevsky, et al. (US 6,421,453) and further in view of An, et al. (US 
6,715,073). 

As per claim 21 : 

Kanevsky discloses a method of initiating a procedure within a building comprising the 
steps of: 

a. defining at least one initiating event for the procedure; [col.1, lines 49-52 and col.8, 
lines 5-12] 

b. defining at least one requirement for the procedure; [col.1, lines 52-56 and col. 12, 
lines 37-48] 

c. defining at least one person to be authorized [col.1, lines 57-63] to perform the 
procedure; [col. 5, lines 12-30 and col.1 2, lines 37-40] 

d. detecting the occurrence of the_at least one initiating event; [col.1, lines 65-67 and 
col. 9, lines 1-3] 

e. generating a virtual key [col. 3, lines 29-67 col.1 7, lines 57-58] for the at least one 
based on the at least one requirement detecting the occurrence of the at least one 
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initiating event and prior to the at least one person arriving at the building ; [col.3, lines 
30-32 and col.17, lines 5-7] 

f. transmitting virtual key to the at least one person; [col.17, lines 5-7 and 59-60] 

g. detecting use of the virtual key; [col.9, lines 64-66 and col. 16, lines 64-66] 

h. checking the validity of the virtual key; and [col. 5, lines 39-43 and col. 12, lines 42- 
48] 

i. initiating said procedure within the building if the validity check is positive, [col.4, lines 
61-66 and col. 15, lines 40-46] 

j. performing said steps a. through i. in an access control computer system associated 
with the building. rcol.3, lines 28-30 and col.4, lines 61-63] 

Kanevsky discloses initiating event, which can broadly be given as the presence 
of a user attempting to access a facility, building, or vehicle/boat (col. 13, lines 54-60). A 
requirement broadly interprets as any kind of security tasks that involves authorization 
or verification process necessary for (the procedure) gaining access to the facility 
(initiating event). Kanevsky discloses the claimed requirement refers to security tasks 
or user recognition (classification, identification, and verification) where this may involve 
interacting with the system to gain access (col.1, lines 35-36 and 49-51). In addition, 
Kanevsky includes a password verification as claimed the requirement for the procedure 
(to access) to the facility (initiating event) by using a gesture pin or password (virtual 
key) suggesting proof of possession in order to gain access (col. 5, lines 3-10 and 40- 
42). Kanevsky discloses the password includes a sequence of intentionally performed 
gestures is referred to as gesture pins (col. 5, lines 5-10 and 38-42). The virtual key can 
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obviously be Kanevsky's password (or gesture pin) that is used to verify the person or 
user to gain access to the building or facilities (col. 5, lines 40-43 and col.8, lines 23-40). 
Kanevsky discloses the passwords (gesture pins) are generated during an enrollment 
session where during enrollment session, gesture pins may be either predefined or 
provided to a user (col. 17, lines 5-7). Therefore, the gesture pin is transmitted to the 
user for use to access the facility/service prompting checking the validity of the gesture 
pin (col. 15, lines 41-47 and 18, lines 8-24). So depending on the security task(s) 
involved and the results of the user evaluation, the user is either granted/denied access 
to a service/facility or confirmed/denied with respect to ownership of an item (proof of 
possession, or information pertaining to the user's biometrics will be stored in a user 
database for different applications (col.8, lines 5-12 and col.12, lines 37-48). However, 
Kanevsky does not specifically disclose a password refers to a virtual key. 

Hence, An, et al. is brought forth to teach a virtual key can also be considered as 
a password. An teaches organizations controls access for customers or users by 
registering user identification and passwords. That the password is a virtual key that 
authenticates a user (col.1 , lines 43-48 and col.2, lines 4-10). Thus, it would have been 
obvious for a person of ordinary skills in the art at the time of the invention to combine 
the teaching of the gesture pin or password as taught by Kanevsky with the teaching of 
a virtual key is also referred as a password as taught by An because both virtual keys 
and passwords has a common function which is for use to authenticate/authorize a user 
to gain access (to facilities/services). 
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As per claim 22: See An on col.1, lines 64-col.2, line 1; discusses a step of 
assigning an encrypted code to the virtual key. 

As per claim 23: See An on col.2, lines 5-12; discusses the steps of adding a 
signature to the virtual key and identifying a recipient of the transmitted virtual key by 
the signature. 

As per claim 24: See Kanevsky on col.1, lines 49-55; discusses defining different 
procedures for different initiating events. 

As per claim 25: See Kanevsky on col.1 3, lines 59-62 and col.29-53; discusses 
defining different requirements for different procedures. 

As per claim 26: See Kanevsky on col.9, lines 25-27 and An on col.1, lines 64- 
col.2, line 12; discusses transmitting different virtual keys to said person for different 
initiating events. 

As per claim 27: See Kanevsky on col.1 7, lines 20-30; discusses storing said virtual 
key partially or completely. 

As per claim 28: See Kanevsky on col.1 7, lines 20-30; discusses the steps of 
identifying the at least one person with biometrics characteristics. 
As per claim 29: 

method according to Claim 21 , further comprising at least one of the steps of: 
initiating a control procedure of an elevator in the building; 
initiating a medical assistance procedure; 

initiating a building cleaning procedure; and initiating a guest reception 
procedure. 
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Kanevsky discloses classification involves the differentiation of multiple 
individuals attempting to interact with the system and a purpose of identifying the 
individuals from their respective commands (col.1 , lines 49-58 and col. 5, lines 3-17). 
Kanevsky discusses that it is desirable to implement an extension of the identification 
task where the individuals attempting to interface with the computer are ranked so that a 
higher ranking individual (i.e. supervisor) is allowed access over a lower ranked 
individual (i.e. data entry person) (col.1, line 65-col.2, line 1). Further, Kanevsky 
discloses an apparatus/procedure for obtaining access to a computer/facility/service via 
the utilization of gesture pins (col. 15, lines 29-32). Thus, it would have been obvious 
the computer/facility/service is referring to initiating a variety of procedures (i.e. an 
elevator in a building, medical assistance, building cleaning procedure or guest 
reception) that includes security tasks for different users to access to different 
services/facilities. 

As per claim 30: See col. 31, lines 63-64; discusses the step of transmitting the 
virtual key using wireless devices. 
As per claim 31 : New 

Method of initiating a procedure within a building comprising the steps of: 

a. defining at least one initiating event for the procedure; [col.1, lines 49-52 and col.8, 
lines 5-12] 

b. defining at least one of a security requirement and an availability requirement for the 
procedure; [col.1, lines 52-56 and col.1 2, lines 37-48] 
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c. defining at least one person to be authorized [col.1, lines 57-63] to perform the 
procedure; [col. 5, lines 12-30 and col. 12, lines 37-40] 

d. detecting the occurrence of the.at least one initiating event; [col.1, lines 65-67 and 
col.9, lines 1-3; detecting the occurrence is when the person comes to the interacting 
system or interface area (col.1, lines 16-22)] 

e. generating a virtual key [col.3, lines 29-67 col.1 7, lines 57-58] for the at least one 
based on the at least one requirement detecting the occurrence of the at least one 
initiating event and prior to the at least one person arriving at the building ; [col.3, lines 
30-32 and col.1 7, lines 5-7] 

f. transmitting virtual key to the at least one person; [col.1 7, lines 5-7 and 59-60] 

g. detecting use of the virtual key; [col.9, lines 64-66 and col.1 6, lines 64-66] 

h. checking the validity of the virtual key; and [col. 5, lines 39-43 and col. 12, lines 42- 
48] 

i. initiating said procedure within the building if the validity check is positive, [col. 4, lines 
61-66 and col.1 5, lines 40-46] 

j. performing said steps a. through i. in an access control computer system associated 
with the building, rcol.3, lines 28-30 and col.4, lines 61-63] 

Kanevsky discloses initiating event, which can broadly be given as the presence 
of a user attempting to access a facility, building, or vehicle/boat (col. 13, lines 54-60). A 
requirement broadly interprets as any kind of security tasks that involves authorization 
or verification process necessary for (the procedure) gaining access to the facility 
(initiating event). Kanevsky discloses the claimed requirement refers to security tasks 



Application/Control Number: 09/855,000 Page 9 

Art Unit: 2135 

or user recognition (classification, identification, and verification) where this may involve 
interacting with the system to gain access (col.1, lines 35-36 and 49-51). In addition, 
Kanevsky includes a password verification as claimed the requirement for the procedure 
(to access) to the facility (initiating event) by using a gesture pin or password (virtual 
key) suggesting proof of possession in order to gain access (col.5, lines 3-10 and 40- 
42). Kanevsky discloses the password includes a sequence of intentionally performed 
gestures is referred to as gesture pins (col.5, lines 5-10 and 38-42). The virtual key can 
obviously be Kanevsky's password (or gesture pin) that is used to verify the person or 
user to gain access to the building or facilities (col.5, lines 40-43 and col.8, lines 23-40). 
Kanevsky discloses the passwords (gesture pins) are generated during an enrollment 
session where during enrollment session, gesture pins may be either predefined or 
provided to a user (col. 17, lines 5-7). Therefore, the gesture pin is transmitted to the 
user for use to access the facility/service prompting checking the validity of the gesture 
pin (col. 15, lines 41-47 and 18, lines 8-24). So depending on the security task(s) 
involved and the results of the user evaluation, the user is either granted/denied access 
to a service/facility or confirmed/denied with respect to ownership of an item (proof of 
possession, or information pertaining to the user's biometrics will be stored in a user 
database for different applications (col.8, lines 5-12 and col. 12, lines 37-48). However, 
Kanevsky does not specifically disclose a password refers to a virtual key. 

Hence, An, et al. is brought forth to teach a virtual key can also be considered as 
a password. An teaches organizations controls access for customers or users by 
registering user identification and passwords. That the password is a virtual key that 
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authenticates a user (col.1 , lines 43-48 and col.2, lines 4-10). Thus, it would have been 
obvious for a person of ordinary skills in the art at the time of the invention to combine 
the teaching of the gesture pin or password as taught by Kanevsky with the teaching of 
a virtual key is also referred as a password as taught by An because both virtual keys 
and passwords has a common function which is for use to authenticate/authorize a user 
to gain access (to facilities/services). 



Response to Arguments 
6. Applicant's arguments filed 12/29/2006 have been fully considered 
but they are not persuasive. 

Kanevsky discloses the password includes a sequence of intentionally performed 
gestures is referred to as gesture pins (col.5, lines 5-10 and 38-42). The virtual key can 
obviously be Kanevsky's password (or gesture pin) that is used to verify the person or 
user to gain access to the building or facilities (col.5, lines 40-43 and col.8, lines 23-40). 
Kanevsky discloses the passwords (gesture pins) are generated during an enrollment 
session where during enrollment session, gesture pins may be either predefined or 
provided to a user (col. 17, lines 5-7). Therefore, the gesture pin is transmitted to the 
user (col. 17, lines 6-7) for use to access the facility/service prompting checking the 
validity of the gesture pin against the stored ones of a database (col. 15, lines 41-47 and 
18, lines 8-24). So depending on the security task(s) involved and the results of the 
user evaluation, the user is either granted/denied access to a service/facility or 
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confirmed/denied with respect to ownership of an item (proof of possession, or 
information pertaining to the user's biometrics will be stored in a user database for 
different applications (col.8, lines 5-12 and col. 12, lines 37-48). Thus, checking the 
validity of the gesture pin (of h-i) has to involve a pre-stored gesture pin in order for use 
to compare if the validity check is positive after the generated/produced gesture pin is 
transmitted to the user (col. 17, lines 6-7). 

An, et al. is, brought forth to teach a virtual key can also be considered as a 
password. An teaches organizations controls access for customers or users by 
registering user identification and passwords and the password is a virtual key that 
authenticates a user (col.1 , lines 43-48 and col.2, lines 4-10). Thus, it would have been 
obvious for a person of ordinary skills in the art combine Kanevsky and An to teach the 
virtual key refers to a password (gesture pin) because both virtual keys and passwords 
has a common function which is for use to authenticate/authorize a user to allow access 
to something (i.e. building or facilities). 

Conclusion 

Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to LEYNNA T. HA whose telephone 
number is (571) 272-3851. The examiner can normally be reached on Monday 
- Thursday (7:00 - 5:00PM). 
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If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached on (571) 272-3859. The fax 
phone number for the organization where this application or proceeding is 
assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see 
http://pair-direct.uspto.gov. Should you have questions on access to the 
Private PAIR system, contact the Electronic Business Center (EBC) at 866-217- 
9197 (toll-free). If you would like assistance from a USPTO Customer Service 
Representative or access to the automated information system, call 800-786- 
9199 (IN USA OR CANADA) or 571-272-1000. 
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